MSP430 Flasher

Documentation



About MSP430 Flasher

MSP430 Flasher is a user-friendly, shell-based interface providihg
user with easy access to MSP430 devices throuddTavria JTAG or SBW.

It provides the user with the freedom to:

choose:
o which port of the computer the FET is connected to
o which mode to use for accessing the device
0 which device to access
0 which erase method to run on the memory of theodevi
o whether to verify the memory of the device
load a TXT or HEX file into the device
read memory out and write into a TXT or HEX file
set hardware breakpoints
power up the device
provide a JTAG password (if applicable)
select the mode of operation for multi-mode devices
update the firmware of the device
disable status reports (in Quiet Mode)
blow the device’s JTAG fuse

While keeping the user informed via essential stagports MSP430 Flasher
performs all the necessary tasks for accessing &849%, including but not
limited to:

Initializing the interface port

Powering up and down the device

Checking the firmware and hardware versions

Writing the TXT or HEX file of choice to the devicencluding
loading the file into external memory for devicesieh require this.

For convenience status reports are logged intoctafite called log.txt in the
subdirectory Log, which is in line with tiMSP430 Flasher executor.

NOTE:

New instances are appended to the file so old logs are never

overwritten.
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1. USING MSP430 Flasher

1.1 Introduction

MSP430 Flasher runs from an executable file callddSP430Flasher.exe. This file

accepts a number of triggers and arguments negessajive the user access to the full

capabilities of the software.

Help information can be accessed by using triggershtaéy -?.

Valid Exit Specifications (see trigger —z) can be viewed by using trigger -x

1.2 Table of Triggers and Arguments

Trlgge Arguments Description Further Info.
. The name of the device being e
-n Device Name accessed Prompt if missing.
L . L - LO92 mode (with
-0 dofviitmg mode for L092 external EPROM)
C ' C - C092 mode
i Password Length (in| For double-checking the . )
I words) entered JTAG password. Optional. Default: 0
i The password of the device | Prompt if incompatible
b JTAG Password being accessed. with password Iength.
| (THUSB - Default: TIUSB
-l LPTn Communication port (=USB)
COMn
JTAG
m SBW?2 Communication mode to be Default: AUTO
SBWA4 used. '
AUTO
Memory section to read and | o —>S¢ ¢an be:
-r [Filename,mem_sec] filenam)é to write to MAIN, INFO, RAM or
' BSL
-w Filename TXT or HEX file to be loaded. Optional.
b N/A Unlock BSL memory for Use only with —w
writing_] switch
u N/A Unlock locked flash memory | Use only with —w
(InfoA) for writing switch
ERASE_ALL Erase mode before Use only with —w
-€ ERASE_MAIN : switch. Default:
- programming.
ERASE_SEGMENT ERASE_ALL.




Trigger verification after Use only with —w
-V N/A . .
programming. switch.
, Specifies state of device on
-Z [exit_spec,...] .
exit
-g N/A Disables log. Default: enabled.
-d [breakpoint addresses] Sets hardware breakpointg Use “,” as delimiter
n Timeout in ms Spe_cmes breakpoint timeout In
- = milliseconds
-f N/A Blows the JTAG fuse
Warning: for error-free
Suppresses FET firmware code execution FET fw|
-S N/A .
update version should always
match the DLL version
) : No system messages
q N/A Triggers QUIET MODE displayed.*

Omitted arguments will be replaced by the defaptiams if possible or the user will be
prompted to provide them later. *This excludes erend prompts.

Example: In Windows Command Processor, on prompt, the folgvis entered:
MSP430Flasher.exe -n MSP430C092 -| 4 -p 0x1234AB&B5v -w myfile.txt -i USB

MSP430 Flasher will:
1) Attempt to access the FET connected to the USB port
2) Decide which access mode to use and use it, diee ibbeen omitted.
3) Attempt to access a device called MSP430C092.
4) Request a password of length 4 (words) from the, gg&ce the password entered is
only length 3.
5) Erase the whole memory of the device by default.
6) Program myfile.txt into the device.
7) Verify the content of the memory after the filgpi®grammed



1.3 Table of Exit Specifications

MSP430 Flasher provides the user with the freedom to select ardéstate for the
device to be set to wh@iSP430 Flasher finishes its operation. This can be done using the
trigger -z and passing the argument [exit_specwhgre exit_spec is a valid exit
specification (see table below).

NOTE: the specifications are delimited with the (fomma) character and enclosed by
square braces [ ']’

If the trigger is not calledyiISP430 Flasher will assume default specifications, listed in the
“Further Info.” column of the following table.

Exit Specifications Description Further Info.
VCC Triggers VCC on after Default: VCC is off
programming.

NOTE:

Triggers, arguments and exit specifications are atase insensitive with the exception of
filename.

1.4 Firmware Update

During runtime, in cas®SP430 Flasher detects a conflict in the existing firmware
versions it will prompt the user to choose whetiodet MSP430 Flasher update the
firmware or not:

>> The firmware of your FET is outdated.
>>\Would you like to update it? (Y/N): _

Entering Y will update the firmware of the FET, plsying timely status reports, and on
success will end the running instance.
In case of error the user will be prompted with:

>>Update failed. (R)etry/(C)ancel? _

Entering R will repeat the attempt to update whitéering C will resume the running
instance with the outdated firmware.

Entering N will resume the running instance with thutdated firmware.



1.5 Example Case: Loading and Executing a TXT file

Details:
e Device: MSP430F5436A
* Interface: USB
e Mode: SBW4
» Password: N/A
* File: file_123.txt
 FErase Type: ERASE_ALL
» Verification: TRUE
e VCC:ON

To load a Tl .txt or Intel .a43 file, the user mfisdt ensure that:
* The file to be loaded is in the same directory l@vel as the executable.

The line to use in this case would be:

MSP430Flasher.exe -n MSP430F5436A -m SBW4 -w filext -z [VCC] (-i USB)
(-e ERASE_ALL)

NOTE:
» Triggers -p and -l are not used because the deaes not require a password.
» Triggers -i and -e may be used but are unnecessaty USB and ERASE_ALL are
the default settings for these parameters respdygtiv

The following is what is obtained on entering timelabove into Windows Command Prompt
if the selected device is in fact connected viadbsired COM port:



e+ 1.5 Example Case: Loading and Executing a TXT file

MSP438Flasher.exe —n "MSP438F5438A" —m SBW4 —w file.txt —v —= [UCC] =

Evaluating additional triggers...done
Initializing interface on TIUSE port...done
Checking firmware compatibility.._done
Reading FW verszion...done

Reading HY version...done

Powering up...done

Conf iguring...done

Accessing device...done

Reading device information...done

Initializing EEM...done

Checking content of flash...done

Rezetting device...done

Refreshing regizters...

e

* UseCase : MSP430Flasher.exe

#* Arguments : —n M5P43@F5438A —m SBYW4 —w file.txt —v —= [UCC]
# ATTENTION: Default options used due to invalid argument list.
k.2

#* Driver : loaded

#* D11 Uersion : 28486705

#* Fullersion : 204086905

#* Interface : TIUSB

# Hullersion 0 1.64

* Mode : SBuU4

=* Device : MSP43@F5438n

= EEM : Level 7. ClockCntrl 2

#* Prog.File : file_txt (ERASE_ALL. verified = TRUE>

* BSL Unlock : FALSE

= UCC ON : TRUE

#* lzeCaze specific tasks:

#* Powering up...done

# Disconnecting from device... =
k.

#* Driver : closed (Mo eprrord

k.2

e




1.6 Example Case: Accessing Device with Device Activati Code

Some devices require a device activation codederdio be operable. Devices of this
kind, such as the MSP430L092 will cause an erréd 3430 Flasher in case the provided
activation code is incorrect or no activation caglprovided.

MSP430 Flasher provides the necessafgtivation Code internally but the user must
specify the desired operating mode using the ggén. As can be seen from thable of
Triggers and Arguments, this switch takes the argument ‘L’ when the L@@i2rating mode
(with external memory) is desired and ‘C’ when @@92 operating mode (without external
memory) is desired.

E.g. |
>>MSP430Flasher.exe -n MSP430L092

Output:

e E.g. | - Accessing Device with Device Activation Code

SP438Flasher.exe —n '"M5P438LB22" -:J

he device you are trying to access can
perate in multiple modes but no mode has
een specified. For the correct pun

yntax please use trigger —h.

Please enter L for the LA?Z mode,. C for

the CA?Z2-emulator mode or enter n to aboprt:
H

Evaluating additional triggers...done
Initializing interface on TIUSE port...done
Checking firmware compatibility...done
Reading FW version...done

Reading HW version...done

Powering up...done

Conf iguring...done

Accessing device...done

Reading device infopmation...done
Initializing EEM...done

Rezetting device...done

Refreshing registers...

3

%k

UzeCase : M5P430Flasher.exe
Arguments : —n MSP438LA?2
ATTENTION: Default options wsed dwue to invalid argument list.

Driver : loaded

D11 Version : 284867605

Fullerzion : 284086905

Interface : TIUSH

Hullersion U 1i.64

Hode : AUTO

Device : MSP438LA%2

EEM : Level 4, ClockCntrl 2
UCC ON : FALSE
UszeCaze specific tasks:
Disconnecting from device...

Driver : closed (Mo errord

A EEEEEEEENEEEENE]

x

NOTE:
1) The user is prompted to select and operating mdamhe device name is found to
be MSP430L092 and no mode has been selected.
2) When C is entered, the external memory is not aecks



E.g. ll
>>MSP430Flasher.exe -n MSP430L092 -0 L

Output:

et E.g. Il - Accessing Device with Device Activation Code

SP430Flasher.exe —n "MSP438LA?2Y —o L —

valuating additional triggers...done
Initiali=zing interface on TIUSE port...done
hecking firmuware compatibility...done
eading FlWl version...done

eading HYW version...done

owering up...done

onf iguring...done

ccessing device...done

eading device information...done
Initiali=ing EEM...done

riting to external memory...done

Rezetting device...done
Refrezhing registers...
JExe
* UseCase : MSP43BFlazher.exe
* Arguments : —n MSP438LBA?2 —0 L
#* ATTENTION: Default options used due to invalid argument list.
N
* Driver : loaded
#* D11 Uersion = 284686985
#* Fullerszion 1 28486785
#* Interface : TIUSE
#* Huwlersion U 1.64
* Mode : AUTO
* Device : M5P438LA%2
=* EEM : Level 4., ClockCnterl 2
= UCC ON : FALSE
#* UzeCase specific tasks:
* Disconnecting from device...
k3
#*® Driver : closed ¢No errord
k.
.
NOTE:

1) The L0092 mode was selected from the start so thewas not prompted for
additional input.

2) Notice thatMSP430 Flasher wrote to external memory: see system message
“Writing to external memory...done”

10



1.7 Example Case: Reading Memory out from Device and to File

MSP430 Flasher provides the user with the ability to read out aagtion of the device
memory into a file of choice. The file can either B TXT or Intel HEX and the three
memory sectors are MAIN, INFO, RAM and BSL.

In this example, using device MSP430F5438A, weanfiie input.txt to memory and
then read out MAIN memory into file output.txt.

Please note th&lSP430 Flasher will only read out memory up to a maximum length of
OX1FFFF.

1) Contents of input.txt:

‘= Example: Reading out Memory

>type input_txt

LCHA

1 48 @8 5C BB 13 @AC 5C BA 13 2E 5C 21 83 B2 48
B 5 5C 81 D2 D3 A4 82 D2 E3 B2 B2 Bl 48 18 27
B 8@ Bl 53 B8 8@ B1 93 48 8@ FB 23 F5 3F 88 84
2 5C 88 8@ 36 5C FF 3F

FFFE

A 5C

2) Writing to memory (this time using Quiet Mode):

>> MSP430Flasher.exe -n MSP430F5438A -w inputwxg-

e Example: Reading out Memory

*M5P43@Flazher.exe — n "M5P43@AF5438A" —w input.txt —u —q :j

>

11



3) Reading from memory and writing to output.txt:

>> MSP430Flasher.exe -n MSP430F5521 -r [outpubM&tN]

e Example: Reading out Memory

MEP430Flazsher .exe —n MEP438F5438A —r» [output.txt. MAIN] —J
Evaluating additional triggers...done

Initializing interface on TIUSE port...done

Checking firmware compatibility.._done

Reading FW version...done

Reading HW version...done

Powering up...done

Configuring...done

Accessing device...done

Reading device information...done

Initiali=zing EEM...done

Dumping memory from MAIN into output.txt...done

Resetting device...done
Refrezhing registers...
A
= |seCase : MSP43BFlasher.exe
* Arguments : —n MS5P43@F5438A —»r [output.txt MAIN]
#*# ATTENTION: Default options used due to invalid argument list.
o
= Driver : loaded
= D11 Version : 20486985
= Fulerzion : 2A4B869@A5
#* Interface : TIUSE
# Hulersion U 1.64
= Mode : AUTO
=* DNevice : HSP438F5438ha
= EEM : Level 7. ClockCntrl 2
#* Head File D putput.txt (memory segment = MAIND
= UCC ON : FALSE
#* UseCase specific tasks:
# Dizsconnecting from device...
E
= Driver : closed (Mo errord
o
o

4) Comparing input.txt and output.txt:

‘= Example: Reading out Memory

>type input.txt —
cCaA

148 @8 5C BA 13 AC 5C BA 13 2E 5C 21 83 B2 48

B 51 5C 81 D2 D3 B4 B2 D2 E3 B2 B2 Bl 48 18 27

A AA B1 53 @A AA B1 93 @A WA FB 23 F5 3F 88 84

2 5C BB 8@ 36 5C FF 3F

FFFE

B 5C

e Example: Reading out Memory - more output. txt

ore output.txt
5CO0 [

imNERE-
&=
=
=
[md
2]
L
=
=
=
=
-]
jurg
wgl
L)
=
=
&=
&=
-]
--]
3t
%)
o
A
%)
- |
-]
=
-]
=

We can see that they are in fact the same.
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1.8 Logging of Status Reports

MSP430 Flasher stores all of its display outputs and inputs iatog file called log.txt.
This file is stored in the directory Log, whichiiisline with the executable. New instances
are always appended and previous logs are nevewotten. Handling of past logs is left in
the user’s discretion.

To disable logging, simply append the -g triggeewlunning the executable.

1.9 Quiet Mode

MSP430 Flasher has a special mode that allows it to operate withinral interference.
In Quiet Mode status reports and system messages are not gid@ay the user is only
addressed in case of an error or an input prompt.

NOTE: All system messages are still stored in tiefile for future reference.

1.10 Example Case: Setting Breakpoints and Executing aXT

MSP430 Flasher offers the user the possibility of setting hardwiameakpoints anywhere
in the MAIN memory of the device. If the user eetkbreakpoints using the —d trigger,
MSP430 Flasher will execute the program code, reading and dispiayihe CPU registers
each time a breakpoint is hit. Once a breakpoihtitjst will be cleared.

Details:
e Device: MSP430F5438A
e Interface: USB
* File: file.txt
* FErase Type: ERASE_ALL
e Verification: TRUE
* Breakpoints: [0x03F88,0x05¢22,0x1F333]
e VCC:ON

NOTE:

1) BP address #1 (0x03F88) is invalid, as itot in the device’s MAIN memory

2) BP address #3 (0x1F444) will not be realcas it is not placed in the program code

13



>>MSP430Flasher.exe —-n MSP430F5438A —w file.tx+eJ0x03F88,0x05¢22,0x1F333] —z
[VCC]

Output:

e+ 1.10 Example Case: Setting Breakpoints and Executing a TXT

H%ng?Flasher.exe —n MSP438F5438A —w file.txt —v —d [BxB3F88.0xB5C3A,.8x13F661 —z;:

Evaluating additional triggers...done
Initiali=ing interface on TIUSE port...done
Checking firmware compatihility.._done
Reading FW verszion...done

Reading HYW version...done

Powering up...done

Configuring...done

Acceszing device...done

Reading device information...done
Initiali=zing EEM...done

Checking content of flash...done

Resetting device...done

Refrezhing registers...done

Setting Breakpoints...

=* Error creating breakpoint P Bx3f88: invalid address...

L
# lzeCase : MSP438Flasher.exe
=* firqguments : —n MSP438F5438A —w file.txt —v —d [BXO3FE8 . BEO5C3IA,.BE13F66] —=
[UCC]
#*# ATTENTIOM: Default options used due to invalid argument list. o
o
#* Driver : loaded
= D11 Uerszion : 20486785
=* Fuylersion : 204086785
= Interface : TIUSB
#* Hulersion U 1.64
= Mode : AUTO
#* Device : M5P438F5438A
= EEM : Level 7. ClockCntrl 2
#* Prog.File : file.txt <(ERASE_ALL, verified = TRUE>
= BEL Unlock : FALSE
= UCC OH : TRUE
= Breakpoints : 2 set
= UzeCase specific tasks:
# RBunning Program in RUNM_TO_BREAKPOINT mode...
pDLL_Run <}
Waiting for —> Breakpoint hit <{timeout 18 szech>...

MESSAGE: Breakpoint hit...

EUVENT: occured

Hit breakpoint #1 P Bx5c3a...

Clearlng Breakpoint #1...

Proceszor State: CPU Registers
PC=BxB5C3A R4 =BxFFFFF

X

SP=BxA5BFC RS -B«BAF?8
SR=0x80088 Rt -BxBAF?8
R? =Bx0DAF78
R8 =BxFFFFF
R? -8x0O0F?8

R18=-AxA8F?8
R11=8xFFFFF
RiZz=-0x00000
R13=8x00082
R14=-AxA0182
R15=BxA8F78

# Running Program in RUN_TO_BREAKPOINT mode...
pDLL_Run <>

Waiting for —2 Breakpoint hit <(timeout 18 sec)...
EVENT: Timeout occured

Powering up

MESSAGE: D301ce CPU stopped...

Dizconnecting from device...

¥

Driver : closed (Mo error?

kKoK R

E,

14



NOTE:
3) BP address #1 (0x03F88) generates an message because of its invalid address.
4) The first valid breakpoint entered will begetd to as “Breakpoint #1”.
5) The breakpoints are numbered according to theut order.
6) Breakpoint #1 (Ox05C3A) was hit and clearelde TPU state was displayed.

7) Breakpoint #2 (0x13F66) timed out. Despite itsd@ddress, it cannot be reached
during program execution.

1.11 Example Case: Blow the Device’'s JTAG fuse

MSP430 Flasher lets the user choose whether the target devicé&Jtise should be
blown. The fuse blow operation is activated by-th&igger. Once the JTAG fuse is blown,
the device is permanently inaccessible via JTAG.

>>MSP430Flasher.exe —n MSP430F5438 —f

Output:

¢ 1.11 Example Case: Blowing the device's JTAG fuse

MSP438Flazher.exe —n MSP438F5438 —f

Evaluating additional triggers...done
Initiali=zing interface on TIUSE port...done
Checking firmware compatibility...done
Reading FW verszion...done

Reading HY version...done

Powering up...done

Conf iguring. . .done

Accessing device...done

Reading device information...done
Rezetting device...done

Refreshing registers...done

Blowing JTAG Fuse...done

L
#* UzeCase : MSP430Flasher.exe

* Arguments : —n MSP438F5438 I

# ATTENTION: Default options used due to invalid argument list.
k2

#* Driver : loaded

# D11 Uersion : 204866081

#* Fullerszion : 20486801

#* Interface : TIUSH

3* Huwllersion s U1.3

#* Mode : AUTO

* Device : M5P438F5438

* EEM : Level Y. ClockCntrl 2

=* UCC ON : FALSE

#* UzeCaze szpecific tasks:

#* Dizsconnecting from device...

k.3

#* Driver : closed (Mo errord

k2

e
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Trying to read the device’s MAIN memory after theAL fuse has been blown:
>>MSP430Flasher.exe —.n MSP430F5438 —r [out.txt, NJAI

Output:

et 1,11 Example Case: Blowing the device's JTAG fuse

MEP438Flasher.exe —n MSP43AF5438 —1» [output.txt.MAIN]

Fvaluating additional triggers...done
Initializing intewrface on TIUSE port.._done
Checking firmware compatibility...done
Reading FW version...done

Reading HYW version...done

Powering up...done

Conf iguring...done

Accessing device

# Selected: MSP43@F5438
# Found: Device_unknouwn
# Exit: 16
## ERROR 1814: Mo error
#* Disconnecting from device...
k.3
#*® Driver : closed ¢No errord
k3
d
NOTE:

1) Breakpoint functionality is disabled whéwe —f switch is used

2)MSP430 Flasher can NOT blow the JTAG fuse of MSP430L092 devices
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